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however if an intruder were to gain 

control of these life sustaining 

systems there could be very serious 

ramifications. Similarly, while mobile 

and IoT applications that provide 

‘anytime, anywhere’ information 

capture and viewing capabilities are 

invaluable for closing the information 

gap, most have weak and

inconsistent security controls and as 

such can expose health networks to 

vulnerabilities – in fact, nearly half of 

US firms using such devices are 

reported to have experienced a 

security breach as a result.

Unfortunately, hackers recognize the 

value of the information contained 

within patient health records, making 

healthcare the largest target for 

ransomware attacks compared to any 

other industry. Not only are covered 

entities subject to financial penalties 

under the Health Insurance 

Portability and Accountability Act 

(HIPAA) for breach of protected 

health data, but even worse - such 

records can be rendered inaccessible

by attackers, who can withhold

potentially life or death information 

from care providers until a ransom is 

paid. The result is significant fiscal 

and clinical implications for providers 

and patients.

There are many methods available for 

resourceful attackers to wreak havoc 

on an unsuspecting healthcare 

organization. In addition to the 

popularized ransomware attacks, 

other potential breaches could 

include brute force attacks, where 

attackers attempt to decipher valid 

user credentials in order to gain 

access to the system – either to 

access protected data, or to install 

malware. 

Additionally, Distributed Denial of 

Service (DDoS) attacks take a 

different brute-force approach, 

inundating systems with repeated 

requests that overwhelm servers and 

prevent legitimate traffic from 

making it through – effectively 

rendering the system unusable. 
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1. Two-Factor Authentication
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2. Security Monitoring & Alerts

Most healthcare IT systems in use today 

have some form of proactive monitoring 

that notifies IT staff of potential issues, 

such as performance degradation, 

storage capacity, or unanticipated 

outages. Similarly, security monitoring 

systems can identify usage patterns and 

alert security personnel when exceptions 

arise. For example, multiple failed login 

attempts for one or more users (Brute

Force attacks), or repeated and

3. Encryption at Rest

A top of mind concern for IT departments 

is secure encryption of data when it’s in 

transit – especially if it will be leaving the 

secure network to an outside location, 

such as a teleradiology network, referring 

physician’s office, or even a patient

portal. While this protects the 

movement of data, too often when the 

data is sitting idle in storage it is 

unencrypted, and therefore unprotected 

should an access breach occur. 

Encrypting data at rest provides an 

additional layer of security that would 

prevent a would-be intruder from 

deciphering or distributing the data in 

any meaningful way, even if they were to 

gain access. 

aggressive requests (Distributed Denial of 

Service attacks – DDoS) that could bring a 

system to its knees. By quickly identifying 

potential security risks steps can be taken 

to resolve the issue before the system is 

compromised.
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4. Whitelisting

5. Maintain a Secure Backup of your Data
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6. Blockchain
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7. Look to the Experts
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Define & Execute a 

Tailored Strategy

We can help you craft and execute 

comprehensive security strategies to 

protect your data and your patients. For 

more information contact 

pcpimaging.com.

http://pcpimaging.com/
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We are a team of passionate healthcare professionals with 

more than 100 years of collective clinical, technical, and 

business leadership experience within the healthcare IT and 

imaging fields. Each partner contributes a unique set of skills 

that together guide collaborative efforts to unify and improve 

healthcare delivery alongside our care provider and vendor 

partners. 

Offering a wide variety advisory, consultative, and 

professional services for healthcare organizations and 

industry vendors our experts can bring relevant experience 

to your unique situation to augment your team, accelerate 

success, and increase your return on investment. 

About PCP Imaging

500 Capitol Mall, Suite 2350
Sacramento, CA 95814

916.382.8934
info@pcpimaging.com

pcpimaging.com
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